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Security performance enhancement method of visible light
communication physical layer based on vertical beam selection
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(1. School of Information Science and Engineering, Xinjiang University, Urumqi 830046, China; 2. China Mobile Research Institute,
Beijing 100053, China; 3. School of Information and Electrical Engineering, Ludong University, Yantai Shandong 264025, China)

Abstract: In order to improve the secrecy transmission performance of visible light link, based on the analysis of link secrecy
capacity under static and dynamic optical beam configurations, a security performance enhancement method of visible light
communication physical layer based on dynamic vertical non-Lambertian beam is proposed, which selects the vertical candidate
beam dynamically according to the different emitter, secrecy user and position relationship of eavesdropper. Quantization results
show that, in a typical indoor environment, compared to a conventional static Lambertian beam configuration, the average secrecy
capacity gain based on dynamic vertical non-Lambertian beam configuration is up to 3.03 b-s*-Hz", and the gain ratio is up to 86%.
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