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Abstract: The concept of digital twin optical networks (DTON) has emerged to meet the demands of modern optical networks

for precise signal identification, anomaly feature extraction, and route tracing. This paper systematically reviews intelligent se-

curity operation and maintenance technology for digital twin optical networks based on spectral feature analysis, examines the

evolution mechanism of optical signal physical fingerprint formation and outline the core modules, including data acquisition,

environmental decoupling, feature dimensionality reduction, and deep neural network-based classification. To address engineer-

ing challenges in large-scale deployment such as heterogeneous multi-vendor equipment, limited edge sensor resolution, and

long-term spectral evolution, the paper discusses artificial intelligence solutions based on meta-learning, spatio-temporal col-

laboration, and dynamic spectral evolution tracking with few-shot learning. This review aims to provide a theoretical reference

for building highly autonomous and secure next-generation intelligent all-optical networks.
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