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Quantum key distribution network
architecture and interface mechanism
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Hohhot 010020, China; 2. State Key Laboratory of Information Photonics and Optical Communications,
Beijing University of Posts and Optical Communications, Beijing 100876, China; 3. State Grid Laboratory of
Electric Power Communication Network Technology, Global Energy Interconnection Research Institute Co., Ltd., Beijing 102209, China)

Abstract: In order to provide theoretical support for the practical construction of quantum key distribution (QKD) network in the
future, this paper focuses on the analysis of its functional model according to the actual functional composition of QKD network,
standardizes its interface mechanism with the idea of hierarchical network, and then proposes a centrally controlled QKD network
architecture by introducing software defined network technology, and gives its working process. After that, this paper realizes the
function of QKD between nodes in QKD network by building the model of QKD network, and verifies the feasibility of the archi-
tecture and interface mechanism of QKD network proposed in this paper.
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