G0 ([0 &) B8 23 88

SIS AR SR TIAR W 5. JE T IXHRRE 1Y) (& Ak 28 A I, DGl s H AR 2024 ,48(2) . 72-77.

BT X ER§ER B E L M & i fEAe

AR LERTR LB R LX) AR A E
(1.61932 HBBA AL 100000, 2 AL EEHEHLRZ: 15 BOGF2% 5OGIBAG K i 290 % , JLAT 100876)

R AT & 2B IR EFF M A, 328 T AT R34560 8 &M ER LSRN F £, 4,40 T ;e
ENYRBERMAET RO HIBRES BMFE, ARG, DL TATARDENKEFTANE ., RE. %A%
R IE R P b i &, AT A T R 69 FF A MR, FBLREAY: ERRREORESHET,
PITAR 77 47T vA MR ik SEILAK B H 4k 4%, ELASVEAR . Phig J iR 313K &40 7 2038, SRIL W 450X &9 2 B 3 4]
KR O SRR, FHEEN; Rkbt; HAE

RESHES.TN256 XEkREME.A XEHS:1002-5561(2024)02-0072-06 :
DOI:10.13921/j.cnki.issn1002-5561.2024.02.013 FHgFE (FIRAR S ) #RIRA5(OSID) ;

A

White box optical network fault detection based on blockchain

ZENG Chuangzhan', CAICHEN Jianong', YAO Yao', LIU Wei?>, YANG Hui*
(1. Unit 61932, Beijing 100000, China; 2. State Key Laboratory of Information Photonics and Optical Communications,
Beijing University of Posts and Telecommunications, Beijing 100876, China)

Abstract: Aiming at the problem of anomaly detection of white-box communication network equipment, a white-box optical net-
work fault detection scheme based on blockchain is proposed. Firstly, a data collection oriented blockchain architecture and a da-
ta collection and storage scheme based on blockchain are designed. Then, a data anomaly detection algorithm based on autoen-
coder is designed. Finally, the autoencoder model is deployed to the blockchain consensus device to form a complete blockchain-

based anomaly detection mechanism. The experimental results show that the proposed scheme can quickly realize the on-link

storage of data collected by different devices, accurately and quickly identify the abnormal data of devices, and realize the re-

al-time anomaly detection of network devices.
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