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Lightweight secure interaction mechanism for
software defined optical network

LIU Lin
(Dalian power supply company, State Grid Liaoning Electric Power Co., Ltd., Dalian Liaoning 116011, China)

Abstract: With the rapid development of new Internet services, OpenFlow-based software defined optical network (SDON) re-
quires higher security. This paper analyzes the communication security challenges faced by SDON under the background of inter-
net multi-service, and proposes a lightweight security interaction mechanism for SDON. This mechanism makes full use of the
existing OpenFlow protocol of optical network for security extension and enhancement to establish end-to-end trusted connection
for multi-service. The lightweight security signaling interaction of multi-service SDON is simulated and validated in a typical

SDON application scenario. Simulation results show that the mechanism can effectively improve the security of SDON to mul-

ti-service interaction and the success rate of service connection establishment.

Key words: software defined optical network; security interaction; trusted connection; OpenFlow protocol
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