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Application and implementation of optimized
AES algorithm in optical transport network

WANG Zekun', CHEN Songtao?
(1. Wuhan Huaxia Institute of Technology, Wuhan 430223 , China;
2. Fiberhome Telecommunication Technologies Co., Ltd., Wuhan 430073, China)

Abstract: In order to achieve the security problem of data transmission in optical transport network (OTN), the application of ad-
vanced encryption standard (AES) algorithm in OTN system to protect data security is proposed. The encryption technology of
the OTN system is described, and the AES encryption algorithm is introduced. In order to reduce the computational complexity of
the AES algorithm, reduce the computation time and save resources, a solution for merging and optimizing the encryption opera-

tion process is proposed. The feasibility of the optimization scheme and the security of communication are verified by simulation

and network test.
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